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ELMOGWAY, ELMOGWAY2

Multi-protocol gateway between
EL.MO. control units and Home &
Building Automation systems
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FOREWORD
FOR THE INSTALLER:

Comply strictly with current standards governing the installation of electrical systems and security systems, and with the manufacturer’s
directions given in the manuals supplied with the products.

Provide the user with full information on using the system installed and on its limitations, pointing out that there are different levels of security
performance that will need to suit the user’s requirements within the constraints of the specific applicable standards. See that the user looks
through the warnings given herein.

FOR THE USER:

Check the system’s operation thoroughly at regular intervals, making sure the equipment can be armed and disarmed properly.

Make sure the system receives proper routine maintenance, employing the services of specialist personnel who meet the requirements
prescribed by current regulations.

Ask your installer to check that the system suits changing operating conditions (e.g. changes in the extent of the areas to be protected, change
in access methods, etc...).

This device has been designed, built and tested with the utmost care and attention, adopting test and inspection procedures in accordance
with current legislation. Full compliance of the working specifications is only achieved in the event the device is used solely for its intended
purpose, namely:

Gateway between EL.MO. control units and Home & Building Automation systems.

The device is not intended for any use other than the above and hence its correct functioning in such cases cannot be assured.

Consequently, any use of the manual in your possession for any purpose other than those for which it was compiled - namely for the purpose
of explaining the product’s technical features and operating procedures - is strictly prohibited.

Production processes are closely monitored in order to prevent faults and malfunctions. However, the componentry adopted is subject to an
extremely modest percentage of faults, which is nonetheless the case with any electronic or mechanical product.

Given the intended use of this item (protection of property and people), we invite you to adapt the level of protection offered by the system to
suit the actual situation of risk (allowing for the possibility of impaired system operation due to faults or other problems), while reminding you
that there are specific standards for the design and production of systems intended for this kind of application.

We hereby advise you (the system’s operator) to see that the system receives regular routine maintenance, at least in accordance with
the provisions of current legislation, and also check on as regular a basis as the risk involved requires that the system in question is
operating properly, with particular reference to the control unit, sensors, sounders, dialler(s) and any other device connected. You must
let the installer know how well the system seems to be operating, based on the results of periodic checks, without delay.

Work involved in the design, installation and maintenance of systems incorporating this product should be performed only by personnel
with suitable skills and knowledge required to work safely so as to prevent any accidents. It is vital that systems be installed in accordance
with current legislation. The internal parts of certain equipment are connected to the mains and therefore there is a risk of electrocution
when maintenance work is performed inside without first disconnecting the primary and emergency power supplies. Certain products include
batteries, rechargeable or otherwise, as an emergency backup power supply. If connected incorrectly, they may cause damage to the product
or property, and may endanger the operator (explosion and fire).

EU DECLARATION OF CONFORMITY

The products comply with current European EMC and LVD directives. The full text of the EU Declaration of Conformity is
available at the following Internet address: elmospa.com — registration is quick and easy.

DISPOSAL INSTRUCTIONS - INFORMATION FOR THE USER

In accordance with Directive 2012/19/EU on waste electrical and electronic equipment (WEEE), please be advised that
the EEE was placed on the market after 13 August 2005 and must be disposed of separately from normal household

waste.
]
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1. GENERAL FEATURES

ELMOGWAY and ELMOGWAY?2 give the possibility of interfacing EL.MO intrusion detection control units to automation
systems, integrating the intrusion detection protection provided by EL.MO with the latest generation home & building systems.
ELMOGWAY and ELMOGWAY? feature MASTER-SLAVE operation. In Master-Slave systems, two devices talk to each other
according to a precise rule: the Master is the unit that demands information, the Slave is the unit that can provide it.

The Master device performs query processes to a Slave device, that answers providing the required data, if available.

A Slave device does not provide data autonomously, but only upon specific request. This allows connecting many Slave
devices to the same bus, and the Master device forwards the request to the Slave device of interest. The other Slave devices
listen, but do not answer if they are not the addressee of the request.

ELMOGWAY and ELMOGWAY2 are both Master and Slave devices at the same time:

» they are Master to the EL.MO. control unit, performing queries and storing data.

» they are Slave to a Master unit, for example a PLC, a supervisor or other device. When questioned, they answer to the Master.
This is the bucket brigade criterion: the gateway queries the slave control unit and transfers data to its master upon request.
The gateways are compatible with all the EL.MO. intrusion detection control units and with TACORA (TA1002, TA1004,
TA2000, TA4000) fire detection control units.

ELMOGWAY and ELMOGWAY?2 can communicate with the system through various communication protocols: MODBUS,
KNX and SCS, for greater use flexibility. They support LAN or serial port connections to the EL.MO intrusion detection and
TACORA fire detection control units.

A web interface ensures quick programming and configuration of the device. Among the many functions, there is also
the possibility of defining operating rules among statuses and commands.

2. FEATURES

Model ELMOGWAY ELMOGWAY?2

Protection class according to I
EN 60335-1

Power source 10 - 16 Vboc

Power consumption 3 W - 300 mA max

1 red LED: alarm/reset;
1 green LED: power ON (normally ON when the device is powered).

LED di segnalazione

Communication ports

KNX: Plug-in connector.
RS-485: Plug-in connector.
RS-232: Plug-in connector.

LAN: RJ45 connector (10/100 Mbps).
USB 2.0: 2 ports.

KNX: Plug-in connector.
RS-485: Plug-in connector.

LAN: RJ45 connector (10/100 Mbps).
USB 2.0: 1 port.

Reset hutton

On the top of the enclosure.

Reachable by removing front cover.

Memory expansion

MicroSD (up to 32 GB, for future uses).

5 DIN modules.

Operating temperature 0°C — +50°C
Storage temperature —-10°C — + 70°C
Dimensions L90 x HI98 x D62 mm L90 x H36 x D62 mm

2 DIN modules.

Enclosure material

Self-extinguishing thermoplastic material.

WARNING:

The gateway was designed for the integration of intrusion detection systems. The security level obtained during installation

must therefore be preserved intact.

Arming and disarming of control units must always be performed using their own control devices.
The disabling and exclusion of the sensors also require the utmost attention.
A control unit not in compliance with the standards is downgraded to a zero security level.
For any further information on the matter refer to IEC79-3:2012 and EN50131-1:2009.
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3. ELMOGWAY STRUCTURE

Bottom and front panel view. LED indicators:

Green: Power source;

Standard connector Red: Reset/Service.

red-black for
connection to the KNX bus.

USB2 Port.

USB1 Port.

Power source connector. Standard RJ45 LAN port.

Top view.

MicroSD slot (future uses).

Screw terminal block:

RS-485: Terminal 1 TX/B/(-)
Terminal 2 RX/A/(+)

Terminal 5 GND RESET button
RS-232: Terminal 3 RX (it can be reached in case of
Terminal 4 RX need using an insulated tool).

Terminal 5 GND

RS485

Detailed serial line
connections:

international@elmospa.com 4 &=
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4. ELMOGWAY2 STRUCTURE

Front panel view.

LED indicators:
Green: Power source;
Red: Reset/Service.

Top view. Bottom view.
Standard RJ45 LAN port.

Standard connector
red-black for

_ connection to the KNX bus.

USB Port. F
— \ i
Power source
connector. _
+ T
Screw terminal block:
RS-485: Terminal 1 RX/A/(+)
Terminal 2 TX/B/(-)
Detailed serial line
connections:
Connect RS-485 serial line GND wire
to power supply negative terminal.
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5. INSTALLATION AND RESET

5.1 Installation

Install the device in an area protected from opening (tamper), and not freely accessible by users.
For example, the gateway housing should be secured to a standard 35 mm DIN bar.

5.2 Wiring

1. Power source: connect the gateway to the power source using the appropriate Sauro CGM green connector. The
gateway may be directly powered by the control unit (in which case, continuity will be guaranteed in case of lack of
mains power), or using an external power supply unit.

2. Connection to the control unit: proceed by connecting the gateway to the control unit.

For intrusion detection control units: three types of connections are possible for ELMOGWAY: RS-232, USB or LAN.
Two types of connections are possible for ELMOGWAY2: USB or LAN.

For TACORA fire detection control units: for ELMOGWAY, LAN or RS-232 connection can be used. For ELMOGWAY2,
LAN connection can be used.

3. Connection to the home automation bus: connect ELMOGWAY selecting the type of connector based on the protocol
being used. Refer to the following table:

MODBUS | LAN or RS-485
KNX on-board KNX connector
SCS LAN

After wiring, complete the first software configuration as indicated in section “6.1 Access to the configuration software” on page 17.
Note: in case of LAN connection, ensure that the same is protected, and that the network is not open to the Internet.
Nota: in case of RS-485 connection, the RS-485 serial line of the automation bus must not be wired to the RS-485 serial
line of the control unit bus.

international@elmospa.com 6
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5.3 Wiring examples: ELMOGWAY

Example of connection in MODBUS mode using an intrusion detection control unit.

TO CONNECT TO THE CONTROL UNIT, option 2
USE THE LAN CABLE (option 1) OR

THE RS232 SERIAL CABLE (option 2)

OR THE USB CABLE (option 3)

RS485 (as an alternative, connect to MODBUS via LAN)
.

ELMOCWAY e HOME AND BU LD NG
= AUTOMATION SYSTEM
m-T .7 based on MODBUS

option 3 vt }'ﬂ' -
POWER SUPPLY CABLE

1
(FROM CONTROL UNIT OR FROM EXTERNAL POWER SUPPLY UNIT)

‘.
Example of connection in KNX mode using an intrusion detection control unit.

PC FOR SETUP

SWITCH (OPTIONAL) @ @

option 1

option 2
TO CONNECT TO THE CONTROL UNIT,
USE THE LAN CABLE (option 1) OR
THE RS232 SERIAL CABLE (option 2)
OR THE USB CABLE (option 3)

HOME AND BUILDING
i c(E' AUTOMATION SYSTEM

based on KNX

option 3 ELMOCWAY  rinse @) I)’; f — @ |
W :5 =2
@O

POWER SUPPLY CABLE
(FROM CONTROL UNIT OR FROM
EXTERNAL POWER SUPPLY UNIT)

d

PC FOR SETUP

SWITCH
(OPTIONAL)

KNX CONNECTION

N option 1
=

®
>

JEL.MO.
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Example of connection in SCS mode using an intrusion detection control unit.

TO CONNECT TO THE CONTROL UNIT, option 2
USE THE LAN CABLE (option 1) OR

THE RS232 SERIAL CABLE (option 2)

OR THE USB CABLE (option 3)

HOME AND BUILDING
S — - AUTOMATION SYSTEM
HEmos “—( based on SCS

R

HV@

option 3
POWER SUPPLY CABLE
(FROM CONTROL UNIT OR FROM EXTERNAL POWER SUPPLY UNIT)

SR
-
option 1 i i
_J

Example of connection in MODBUS mode using a TACORA fire detection control panel.

PC FOR SETUP

=

TO CONNECT TO THE
CONTROL UNIT,

USE EITHER THE RS232
SERIAL CABLE (option 1),

OR THE USB CABLE (option 2),
OR THE LAN CABLE (option 3)

option 1 RS-485 (as an alternative, connect to MODBUS via LAN)

option 2

Q_EL Mo cel|
I
a.nuu WAY — HOME AND BUILDING
— AUTOMATION SYSTEM
]—..— w based on MODBUS

ﬁ EXTERNAL POWER +

SUPPLY (12 V)

SWITCH
vouoosooplll o

option 3

LAN CABLE (as an alternative,
connect to RS-485 serial line)

PC FOR SETUP

e

To connect to ELMOGWAY via LAN, the TACORA control unit must be equipped with one of the following modules:
- FXLAN2 board (for each firmware version of TACORA)
- MDLAN board (for TACORA with firmware version 5.2.2 or higher)

®
/v
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Example of connection in MODBUS mode using an intrusion control unit and several TACORA fire detection control
units at the same time. )
It is possible to connect ELMOGWAY to one or more TACORA control units and to one intrusion detection control unit at
the same time, provided that a different IP port for each control unit is set in the Bridge Modbus section (see the related
communication settings on pages 29 and 33).
Choose one of the following alternatives to connect the unit to the gateway:

- connect a control unit via RS-232 serial line or USB and all the remaining control units via LAN

- connect all control units via LAN

option 1

TO CONNECT TO THE
CONTROL UNIT,

USE EITHER THE RS232
SERIAL CABLE (option 1),

OR THE USB CABLE (option 2)

RS-485 (as an alternative, connect to MODBUS via LAN)

option 2

I
HOME AND BUILDING

—— AUTOMATION SYSTEM
5 %... - based on MODBUS

EXTERNALPOWER  + ﬁ @ 0 ~. @
SUPPLY (12V) - @ _ }|’B | L : @
-ﬁ oy

LAN CABLE (as an alternative,

connect to RS-485 serial line)
\ PC FOR SETUP

In the previous example, the following control units are wired to ELMOGWAY:

1) a TACORA unit via RS-232 or USB

2) a TACORA unit with firmware version lower than 5.2.2 via LAN through FXLAN2 module
3) aTACORA unit with firmware version 5.2.2 via LAN through MDLAN module

4) anintrusion detection control unit via LAN

9 international@elmospa.com
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Example of connection in KNX mode using a TACORA fire detection control panel.

TO CONNECT TO THE
CONTROL UNIT,

USE EITHER THE RS232
SERIAL CABLE (option 1), _
OR THE USB CABLE (option 2),

OR THE LAN CABLE (option 3)

option 1

option 2

&
. = x|
| LMoy €= HOME AND BUILDING
4 AT AUTOMATION SYSTEM
[ based on KNX
& L f— @
= @ U °
- . o :_u 3 i -~ (}-
| . —@

ﬁ EXTERNAL POWER  +

SUPPLY (12 V)

SWITCH
(OPTIONAL) CEEEEE]
. option 3 i

J—

To connect to ELMOGWAY via LAN, the TACORA control unit must be equipped with one of the following modules:
- FXLAN2 board (for each firmware version of TACORA)
- MDLAN board (for TACORA with firmware version 5.2.2 or higher)

KNX CONNECTION

PC FOR SETUP

international@elmospa.com 10
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Example of connection in KNX mode using an intrusion control unit and several TACORA fire detection control units
at the same time.
Choose one of the following alternatives to connect the unit to the gateway:

- connect a control unit via RS-232 serial line or USB and all the remaining control units via LAN

- connect all control units via LAN

option 1

TO CONNECT TO THE
CONTROL UNIT,

USE EITHER THE RS232
SERIAL CABLE (option 1),

OR THE USB CABLE (option 2)

option 2

HOME AND BUILDING
AUTOMATION SYSTEM
I ELMO WAY .

- based on KN?( - %
= I m e @l .
) ® -TTL' @
@o

\ HeL Moy cel
goic

EXTERNALPOWER  +
SUPPLY (12V)

owro -
(OPTIONAL)

KNX CONNECTION

PC FOR SETUP

e

In the previous example, the following control units are wired to ELMOGWAY:

1) a TACORA unit via RS-232 or USB

2) a TACORA unit with firmware version lower than 5.2.2 via LAN through FXLAN2 module
3) aTACORA unit with firmware version 5.2.2 via LAN through MDLAN module

4) anintrusion detection control unit via LAN

11 international@elmospa.com
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5.4 Wiring examples: ELMOGWAY2

Example of connection in MODBUS mode using a PROXIMA intrusion detection control unit.

TO CONNECT TO THE CONTROL UNIT,
USE THE LAN CABLE (option 1)
OR THE USB CABLE (option 2)

RS485 (as an alternative, connect to MODBUS via LAN)

I
HOME AND BU LD NG
AUTOMATION SYSTEM
based on MODBUS

e— _1—*°
|

m SWITCH (OPTIONAL; 2 €
option 1 ﬁ i

option 2

POWER SUPPLY CABLE
(FROM CONTROL UNIT OR FROM EXTERNAL POWER SUPPLY UNIT)

PC FOR SETUP

=

Example of connection in KNX mode using a PROXIMA intrusion detection control unit.

TO CONNECT TO THE CONTROL UNIT,
USE THE LAN CABLE (option 1) OR
OR THE USB CABLE (option 2)

HOME AND BUILDING
AUTOMATION SYSTEM
based on KNX

I

option 2

(FROM CONTROL UNIT OR FROM

POWER SUPPLY CABLE
EXTERNAL POWER SUPPLY UNIT)

PC FOR SETUP

SWITCH
(orTionaL) SR

KNX CONNECTION

L option 1

=

B’Z@)EL.MD.E
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Example of connection in SCS mode using a PROXIMA intrusion detection control unit.

TO CONNECT TO THE CONTROL UNIT,
USE THE LAN CABLE (option 1)
OR THE USB CABLE (option 2)

HOME AND BUILDING
AUTOMATION SYSTEM
based on SCS

@rLJ =
|
@O

option 2

POWER SUPPLY CABLE
(FROM CONTROL UNIT OR FROM EXTERNAL POWER SUPPLY UNIT)

BRII

Example of connection in MODBUS mode using a TACORA fire detection control panel.

To perform LAN connection, the TACORA control unit must be equipped with one of the following modules:
- FXLAN2 board (for each firmware version of TACORA)
- MDLAN board (for TACORA with firmware version 5.2.2 or higher)

PC FOR SETUP

SWITCH (OPTIONAL)

=

TO CONNECT TO THE
CONTROL UNIT,

USE EITHER

THE LAN CABLE (option 1),

OR THE USB CABLE (option 2) option 2 RS-485 (ALTERNATIVE TO THE LAN CABLE)

I
HOME AND BUILDING
AUTOMATION SYSTEM
based on MODBUS

EXTERNAL POWER + @ )’I
SUPPLY 12V _ - 1 . w
SWITCH | I

(OPTIONAL) @y @

option 1 i

LAN CABLE (as an alternative,
connect to RS-485 serial line)

PC FOR SETUP

As an alternative, it is possible to connect the fire detection unit to the gateway via USB.

“EQ?;'@)EL.MD.E
£ 13
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Example of connection in MODBUS mode using one intrusion control unit and several TACORA fire detection control
units at the same time. )
It is possible to connect ELMOGWAY?2 to one or more TACORA control units and to one intrusion detection control unit at
the same time, provided that a different IP port for each control unit is set in the Bridge Modbus section (see the related
communication settings on pages 29 and 33).
Choose one of the following alternatives to connect the unit to the gateway:

- connect a control unit via USB and all the remaining control units via LAN

- connect all control units via LAN

1

MINI USB CABLE

-
/: RS-485 (ALTERNATIVE TO THE LAN CABLE)
. -

ALIMENTAZIONE ~ +
ESTERNA 12V _

I
HOME AND BUILDING
AUTOMATION SYSTEM
based on MODBUS

@
o [ Ie

|

LAN CABLE (as an alternative,
connect to RS-485 serial line)

PC FOR SETUP

In the previous example, the following control units are wired to ELMOGWAY:

1) a TACORA unit via USB

2) aTACORA unit with firmware version lower than 5.2.2 via LAN through FXLAN2 module
3) aTACORA unit with firmware version 5.2.2 via LAN through MDLAN module

4) an intrusion detection control unit via LAN

international@elmospa.com 14
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Example of connection in KNX mode using a TACORA fire detection control panel.

To perform LAN connection, the TACORA control unit must be equipped with one of the following modules:
- FXLAN2 board (for each firmware version of TACORA)
- MDLAN board (for TACORA with firmware version 5.2.2 or higher)

TO CONNECT TO THE
CONTROL UNIT,

USE EITHER
THE LAN CABLE (option 1),

OR THE USB CABLE (option 2) option 2

HOME AND BUILDING
AUTOMATION SYSTEM
based on KNX

e— [—©
ExtemuL poner + | |
09

i

SWITCH
(OPTIONAL)
PC FOR SETUP

option 1

la—
As an alternative, it is possible to connect the fire detection unit to the gateway via USB.

Example of connection in MODBUS mode using one intrusion control unit and several TACORA fire detection control
units at the same time. )
It is possible to connect ELMOGWAY2 to one or more TACORA control units and to one intrusion detection control unit at
the same time, provided that a different IP port for each control unit is set in the Bridge Modbus section (see the related
communication settings on pages 29 and 33).
Choose one of the following alternatives to connect the unit to the gateway:

- connect a control unit via USB and all the remaining control units via LAN

- connect all control units via LAN
v @
erow, IETE ===

[ PC FOR SETUP

In the previous example, the following control units are wired to ELMOGWAY:
1) a TACORA unit via USB
2) a TACORA unit with firmware version lower than 5.2.2 via LAN through FXLAN2 module
3) a TACORA unit with firmware version 5.2.2 via LAN through MDLAN module
an intrusion detection control unit via LAN

g@g EL.MO. -
15 international@elmospa.com
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5.5 Reset procedures

The gateways offer two reset levels: factory IP address only, and total factory configuration reset (total reset), depending
on how the RESET button is pressed.
On ELMOGWAY, the RESET button is at the top of the device (see picture below), freely reachable.

On ELMOGWAY2, to reach the button remove the front cover by pivoting with a screwdriver on one of the two side grooves.
The button is located as shown in the right picture below.

Use an insulated tool of appropriate size for reaching the button.

5.5.1 Factory IP address reset

For the reset of the factory IP address only, proceed as follows:

1. Press and hold down the RESET button for at least 10 seconds, until the red LED on the front of the device starts
flashing, and then release the button;

2. Within the next 5 seconds, press the button for 1 second and then release.
Within a couple of seconds the front LED will turn on steady for approximately 2 seconds;

3. After the LED turns off again, the gateway will be reachable at the factory IP address (192.168.0.110).

If the LED turns off after the first extended pressure (10 seconds), before the short pressure, repeat the whole procedure.

5.5.2 Total factory configuration reset

For the total reset of the configuration of ELMOGWAY to the factory settings, proceed as indicated below.
The total reset of the gateway may be required if the current configuration makes it impossible to access or to correctly use
ELMOGWAY. During the reset, the device will be reconfigured using the factory settings, including the IP address.

1. Press and hold down the RESET button for at least 10 seconds, until the red LED on the front of the device starts
flashing, and then release the button;

Within the next 5 seconds press and hold down the button for at least 10 seconds;

When the LED comes on steady, release the button and wait for the LED to turn off;

When the LED turns off, disconnect and then reconnect the power source;

Wait one minute, and then access ELMOGWAY using the factory IP address (192.168.0.110).

g

:E*Z@)EL.MD.E
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6. SOFTWARE CONFIGURATION

6.1 Access to the configuration software

To configure the gateway using the dedicated software proceed as indicated below. This procedure applies both in case of
first installation, and at any other time in case of maintenance activities.

1. Directly connect the gateway to a PC using a network cable connected to the LAN port on the bottom.

2. Inthe PG, open the LAN and TCP/IP properties window and temporary set the IP address of the PC as follows:

IP Address 192.168.0.100
Net mask 255.255.255.0
Preset gateway 192.168.0.254

The gateway address can be replaced later on with the one of the network to which the device will be connected.
As an example, below are the windows where to set the addresses on a PC with Windows XP operating system
installed:

-+ Local Area Connection Properties Internet Protocol (TCP/IP) Properties

General |Authentication | Advanced| General |

Connect using: You can get |P settings assigned automatically i your network supports
E this capability. Ctherwise, you need to ask your network administrator for 2 y
the appropriate |P settings.

B8 2Com 3C320 Integrated Fast Etherne

(7 Obtain an |P address automatically

Thiz connection uses the following ikems:
{(®ilse the following [F address:

g Clignt for Microsoft Metworks
) . . . | address:
.l':i,l File and Printer Sharing for Microzoft Networks
Bl Qa5 Packet Scheduler Subnet mask:
= Intemet Protocol [TCPAP) Difault gateway:

Install.. Urinstal Propetties LDl

Description (=) Use the following DNS server addresses:

Transmizzion Control Protocol/ntermet Protocal. The default Brefemed DNS server: l:l
wide area netwaork, protocal that provides communication Atemate DNS server: l:l
acrogs diverze interconnected networks. - ’
Show ican in notification area when connected

Matify me when thiz connection hasg limited or no connectivity

[ ok ][ cencel ]

[ Ok H Cancel ]

3. Open a browser (preferably Google Chrome), and enter the following address: http://192.168.0.110.
4. After connecting to the device, when asked enter the following details:

Username admin
Password admin

After login, it will be possible to carry out several operations.
The chapters that follow will provide specific configuration information for each section.

TElfg@EL.MEI.E
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6.2 General overview of the user interface

The following figure shows an overview of the user interface.
SEARCH

"o

. 1P address 17216220
i = SAVE TO FLASH
e -
m Input Execution state: Running OPEN / CLOSE
W Sectors Communication with pane Anarnaly s I D E WI N DOWS
m Output
m Stats panel Modbus bridge LOGOUT
| Tacora Communication: TCRIR
w Panel 1
m Zones Slave address 1
m Devices IP port: 10502
W Owtputa IP communication mode: RTU gver IP
OGLIE Erable Madbug sommands:
m Panel 1 v
w Zones Password for Modbus commands
| Devices {optional):
- Outputs Password expire: Mever
m Faulte
e EDIT T T T [
[]
sp~r-~—DELETE |
DUPLICATE I
TAB BAR
- o [ 1 idle
. gt 2 2 e
nput 3 3 Idle
TR ST
TAB LIST

The main working area is called WORKSPACE. It gives the possibility of working on several pages, switching from one to
the next using the TAB BAR at the bottom.
If the number of tabs exceeds the available space, the full list of all pages can be viewed by pressing the TAB LIST button

on the bottom right. WORKSPACE
Object properties
General information
Name: Ingait 1
Number: 1
Commands
Name ate
. Ingatt 1 - Exclusion command . on .
States
Name State
n! Inpait 1 - Syntesis Idle
-! Input 1 - Alarm OK
-! Input 1 - Memory OK
.E Input 1 - Excluded Nat excluded
/i ® «
- WEL.MO.
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ey

The menu on the left of the page grants access to all the gateway B Sstup

functions.
When a section is opened, this is highlighted and then possibly m

expanded to show any sub-items. W Input

When highlighted, some items will make available one or more of the m Sectors

following buttons at the bottom of the menu: m Output

e NEW: to create a new element within the section highlighted in the W Status panel
menu. m Tacora

e EDIT: to change the selected element. m KNX

» DELETE: to permanently delete the selected element. m SCS

» DUPLICATE: to duplicate the selected element. m Gateway rules

W Users

If a selected element can be changed, in addition to the EDIT button,
the bottom toolbar will also include a “shortcut” at its side, consisting
of a button with three dots. -

Pressing either button will open a new tab within the workspace.
Open elements are highlighted in the list by an arrow. u

TOOLBAR
The toolbar (top right) contains the following buttons:

e SAVE TO FLASH: To force saving to a permanent memory.
Saving is automatic during configuration. In case of need to disconnect the power source while this button is red,
press it to force saving.

* OPEN / CLOSE SIDE WINDOWS: to open and close the side panels of the user interface.
» LOGOUT: To terminate the current session.

SEARCH

Enter one or more keywords to search for one or more previously created project elements.

It is possible to select several elements from the search list by pressing CTRL.

It is possible to interact with the search results using the buttons of the toolbar (the buttons have the same meanings as
those of the menu toolbar).
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6.3 SETUP Menu

The “Setup” page can be used to configure the general parameters of the gateway, and to complete the main maintenance

operations.
Menu

m Language

m Network

W Backup/Restore
m Date/Time

m Software update

m Maintenance

6.3.1 Language
Access this menu to change the language (selectable from the drop-down menu), then click on SAVE.

6.3.2 Network
This section can be used to set the following parameters for the configuration of the gateway LAN network:

IP Gateway address within the LAN network
NETMASK Default; 255.255.255.0
DEFAULT GATEWAY Preset gateway

Default: router IP address
gf%ﬂ,ﬁ;g{(v gNS DNS addresses for access to the Internet

6.3.3 Backup/Restore

This section can be used to:

* make a backup copy of the project

e import a previous backup

* reset the gateway to factory settings by selecting the appropriate item (the network address is not changed)

After selecting the desired operation (and selecting the backup file in case of import), press "GO" and wait for the completion
of all the operations, which will be confirmed by a pop-up message. Do not interrupt the procedure with other browser
activities, or by closing the browser windows, as this may result in malfunctioning.

6.3.4 Date/Time

This section can be used to set a range of options relating to the system clock.
The required information is as follows:

Configuration of date .

and time Current date and time.

Timezone . . .
configuration Geographical area and capital of reference, to set the correct time zone.
Synchronize date/ Server for automatic update of the time, and synchronisation interval (in
time from minutes) of the system clock.

Note: Unless in case of specific requirements, the preset settings should be maintained.
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6.3.5 Software update

This section can be used to update the gateway software.

Only use official installation packages, or malfunctioning may be experienced.

To update the ELMOGWAY software proceed as follows:

1. Save the update package (downloaded from the site, or received by email) in the PC, without extracting the files;

2. Open the update page;

3. Select the update package using the "BROWSE" button (or similar, depending on the browser used).

Note for MAC users: if downloading the package using SAFARI or the MAIL electronic mail client, the files are extracted
automatically, which will cause the update to fail. It is therefore recommended that the package is downloaded using a
different browser and/or electronic mail client.

Note: the update must only be installed using Google Chrome (Windows platform) or Apple Safari (Mac OSX platform):
other browsers may cause problems and make the webserver unusable.

4. Make sure that you do not already have the same software version installed (shown at the start of the page);

5. Click "UPDATE".

The update procedure is performed automatically. Wait for it to be completed without using the browser for other activities
and without closing it (or malfunctioning of the web server may occur).

The procedure may require a few minutes, depending on the software version and the configuration.

After installation, the screen will show a summary of the operations carried out, with the new software version. To complete
the procedure press "RESTART", which will restart the gateway operating system.

In case of accidental interruption of the update procedure (e.g.: interruption of the power source or the network connection
to the PC), try the following:

1. Switch the gateway off and then on again:
2. Wait a minute and then open the browser entering the gateway IP address;
3. Wait for the automatic reset procedure to be completed and the gateway to be restarted.

Note: the automatic reset procedure can also be started by performing a full reset using the reset button.
If the automatic reset fails (wait at least 15 minutes to make sure), contact our technical support service.

6.3.6 Maintenance

This section can be used to:

» access the device hardware parameters (panel information: serial code, hardware code, chipset);

» check the system status (time from the last startup and RAM information, with the possibility of downloading the data log
file);

* restart the communication services and the system.

21 international@elmospa.com

elmospa.com



Q ELMOGWAY, ELMOGWAY2 - TECHNICAL MANUAL - 090021051
6.4 CONTROL UNIT Menu - intrusion detection control unit

The "Control unit" page can be used to map the communication with the security control unit, and to manage inputs,

outputs, sectors and control unit statuses.

m Input

W Sectors

m Output

m Status panel

WARNING:

The gateway is integrated in intrusion detection systems. Therefore, it will be necessary to preserve the security level
obtained during installation by complying with the requirements of the standards. In particular, the arming and disarming
of the control units must always be performed using their own control devices. The disabling and exclusion of the sensors
also requires the utmost attention.

Note: web pages are a testing tool. They give no indication on actual system response times.

6.4.1 General settings
This preliminary section of the "Control unit" menu is used to set the parameters for connection to the intrusion detection control unit:

GENERAL DETAILS
NAME Control Unit data plate.
USER User code used by the gateway for communication with the control unit.
[t must be a numerical code, and must be valid for the control unit.
CODE Numerical code (password) for the authentication of the user by the control unit.

COMMUNICATION
COMMUNICATION Selection of the gateway communication mode: RS-232 (serial communication), IP (TCP/IP

TYPE protocol communication) or USB.
SERIAL PORT Communication port to use in case of serial communication (default: RS-232).
(option only available for serial communication)
PORT SPEED Communication Baud rate (option only available for serial and USB communication. For USB,
set 9600)
PORT Control unit address and port within the LAN network
(default: 10001).
POLLING TIMER Control unit interrogation time (in ms).

Adjust the time to increase or decrease the frequency at which the gateway requests the control
unit to provide the status.

EXECUTION Operating status of the driver for communication with the control unit.
In normal conditions it must be "Running".
COMMUNICATION Connected: connection is present.
WITH PANEL Not connected: connection is absent.
Password error: wrong password or user code.
ALLOWED SECTOR Select one option:
COMMANDS(*) All: both arming and disarming commands are allowed.

Armed: only the arming command is allowed.
None: no command allowed.

ALLOWED ZONE Select one option:

COMMANDS (*) All: both inclusion and exclusion commands are allowed.

Armed: only the inclusion command is allowed.
None: no command allowed.

(*) Note: the Allowed Sector/Zone Commands defined above have effect on commands from KNX, SCS, Modbus and panel.
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Communication with the control unit can be started or stopped using the "START" and "STOP" buttons respectively. The
"UPDATE CONF." button causes a stop, followed by a start of the communication.

START STOP UPDATE CONFE.

The parameters that can be configured in this section include those for MODBUS protocol connection ("Modbus Bridge").
For information on the configuration using this protocol, see the specific section of this manual (“7. MODBUS PROTOCOL
- INTRUSION DETECTION CONTROL UNITS” on page 29).

Input 3
I jml put 4 Idle

~— Action buttons (edit, delete). Status of inputs /

6.4.2 Inputs
This section can be used to add and configure the control unit sensors within the gateway. m
To add inputs, proceed as follows: m Input 1
1. Enter the number of inputs to add in the appropriate field at the side of "ADD" (default: 1); ® Input 2
2. Press "ADD" and wait until the operation is completed. The created inputs will automatically be

listed after any already existing ones. | Input3
Input

Number of inputs to create. =« N 00

[} oot Numbering of inputs. > | T w
e Names of inputs. : -

After the inputs have been created, it will be possible to change their names and numbers (we recommend that the
automatically assigned numbers are kept unchanged), and check their status.

The action button at the side of each input name gives access to its detail tab. It also allows to permanently remove an
input from the project.

Object properties
General information
Name: nput 1
Number: 1
Commands
Name State
- Input 1 - Exclusion command . On .
States
Name State
-n Input 1 - Syntesis Idle
. Input 1 - Alarm 0K
-u Input 1 - Memary OK
. Input 1 - Excluded Not excluded

The previous image shows a detailed view of the tab of an input.

Using the "Commands" section, it is possible to send the exclusion command to the input: when ON is set using the
appropriate selector, the input in question will be excluded.

The "States" section displays the various status details updated in real time. Each input is characterised by the following
statuses:

 Synthesis: it identifies the summary status of the input;
» Alarm: ON/OFF, based on the sensor alarm status;
* Memory: ON/OFF, based on the sensor alarm memory;
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e Excluded: ON/OFF, based on the sensor exclusion status.

The gateway does not normally interface with all available inputs, but only with a limited number of them.
To facilitate the setup procedure, it is possible to only generate the number of inputs required, and then assign to each new
element the actual physical address and the label:

Name Number State
. Input 15 15 Idle
BE] e e 233 Idle

In this way, if for example the actual lines that must be interfaced are only 16, it will be possible to generate 16 of them
using the previously explained procedure and then, for example, assign the last line to input 233 without the need to
generate 233 inputs. The same is also possible for outputs and sectors.

Note: if a control unit input has been set as “Remote” input via BrowserOne, it is required to enable the “Basic maintenance”
property for the user associated to domotics functions for proper operation with the gateway.

6.4.3 Sectors

: . , . - o m Sectors
This section can be used to configure the control unit sectors, associating the various inputs. Sector 1
In the same way as discussed in the previous section for inputs, it is possible to specify how many @ Sector
sectors to create, and confirm their creation by pressing the "ADD" button; once the elements have m Sector 2
been created, it is possible to change some characteristics, check the status, or access the detail & Sector 3
tab of each sector, as shown in the following image:

m Sector 4

Commands
- Sect;rl - Arm command H Off . . -
- Sector 1- Prior amm command = Off ’
States

Name State
-m Sectar 1 - Synthesis Idle
. Sectar 1 - Alarm OK
'ﬂ Sector 1- Armakility state Ready
-E Sector 1 - Prior anming state Mot armed
. Sectar 1 - Arming state Mot armed
' Sectar 1 - Memary QK
Related inputs

Name Number
*

Using the appropriate selectors, it is possible to configure the following "Commands":

e Arm command: It arms the sector in "normal" mode;
e Prior arm command: It arms the sector in "high security" or priority mode;

The "States" section displays the various status details updated in real time. Each input is characterised by the following statuses:

Synthesis: Label that identifies the summary status of the sector;

Alarm: sector alarm status;

Armability state: it indicates whether the sector is "Ready" or "Not ready" for arming;

Prior arming state: ON if the sector is armed in maximum security mode;

Arming state: ON if the sector is armed;

Memory: sector alarm memory status.

Note: the "Related inputs" section may be used to associate the desired inputs to each sector: simply look for the inputs
(identifying them from the side menu, or searching for them using the search tool) and drag them in the grey field indicated
by %. Multiple selections are possible.

By associating inputs to a sector, modbus registers “Alarm status, sector 1... X" and “Memory status, sector 1... X" become readable,
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as well as the outputs of the sector element in rules. If no input is associated, these registers/outputs will not be available.

Sector numbering
Sector numbering is always sequential. For example, a control unit with 8 four-sector areas has 32 total sectors numbered from
1 to 32: therefore, sector 2 of area 2 is number 6 in the list.

6.4.4 Outputs
This section can be used to configure the control unit outputs.

m Output 1

In the same way as discussed in the previous sections, it is possible to specify how many outputs to create and confirm
their creation by pressing the "ADD" button; once the elements have been created, it is possible to change some
characteristics, check their status, or access the detail tab of each output as shown in the following image:

Object properties

General information

Mame: Dutput 1

Mumber: 1

Commands
Mame
- Cutput 1 - Command - Off

States

Mame State
-n Output 1 - Syrthesis Idle
-n Output 1 - Status off

In the "Commands" section, it is possible to force the output to ON or OFF.
The "States" section shows the summary status, and if the output is ON or OFF.

6.4.5 Control unit statuses

This section can be used to manage the general control unit notifications. By pressing "ADD" in the appropriate section, all
the objects that it will then be possible to manage at gateway level are created.

The following statuses among the ones available may be controlled:

 Total arming: Arming of all sectors;

* Total prior arming: Arming of all sectors in maximum security mode.

Status panel

B T
Name State
Total arminy a - OFF .
. Total pricr arming - OFF .
B aam oK
B Exciudedinputs oK
- Prior armed sectors OK
- Armed sectars OK
' Sectors with memaory Ok
' All ready sectors 0K
' Battery anomal iy Anamaly
' AC anomaly 0K
Bl Fanciaiam oK
. Panel tamper oK
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6.5 CONTROL UNIT Menu - fire detection control unit

Starting from software version 1.0.10 (beta), the gateway supports the connection to TACORA fire detection control units.
To add a control unit, click on the Tacora menu and then on [Eg: “Panel 1” sub-menu will appear.

The “Control unit” page allows mapping the communication to the TACORA control unit, managing its zones and consulting
its output and fault states.
m Tacora

m Zones
@ Devices
m Outputs
m Faults

6.5.1 General settings
This preliminary section of the “Control unit” menu is used to set the parameters for connection to the intrusion detection control unit:

GENERAL DETAILS
NAME Control unit data plate.
USER User code used by the gateway for communication with the control unit.
[t must be a numerical code, and must be valid for the control unit.
CODE Numerical code (password) for the authentication of the user by the control unit.
COMMUNICATION
[T"%ZMUNICA"ON Selection of the gateway communication mode: TCP/IP or Serial/USB
PORT Communication port to use in case of serial communication (option only available for TCP/IP
communication).
IP ADDRE
5 Control unit address and port within the LAN network.
PORT
SPEED Communication Baud rate
POLLING TIMER Control unit interrogation time (in ms).
Adjust the time to increase or decrease the frequency at which the gateway requests the control
unit to provide the status.
EXECUTION STATE Operating status of the driver for communication with the control unit.
In normal conditions it must be "Running".
COMMUNICATION . _—
WITH PANEL Connection status notification.

Communication with the control unit can be started or stopped using the “START” and “STOP” buttons respectively. The
“UPDATE CONF.” button causes a stop, followed by a start of the communication.

START STOP UPDATE CONF.

The parameters that can be configured in this section include those for MODBUS protocol connection (“Modbus Bridge”).
For information on the configuration using this protocol, see the specific section of this manual (“8. MODBUS PROTOCOL
- TACORA FIRE DETECTION CONTROL UNITS” on page 33).
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6.5.2 Zones

m Zones

This section can be used to add and configure the control unit zones within the gateway.
To add zones, proceed as follows: m
1. Enter the number of zones to add in the appropriate field at the side of “ADD” (default: 1); m Zone 2
2. Press “ADD” and wait until the operation is completed. The created zones will automatically be B Zone 3
listed after any already existing ones. Sone 4
n ne

Zones
Number of zones to create. =+ NN IS
Name Number
EE - Numbering of zones. >| !
BE = Names of zones. :
Zoﬂe4 )

= Action buttons (edt, delete).

After the zones have been created, it will be possible to change their names and numbers (we recommend that the
automatically assigned numbers are kept unchanged), and check their status. On-board zone 0, reserved to buttons, is not
created automatically. To create it, rename one zone (for example the last one) as zone 0 with number 0.

The action button at the side of each zone name gives access to its detail tab. It also allows to permanently remove a zone
from the project.

Detailed view of the single zone.

Object properties

General information

Name: Zone 1

Number: 1
States

Name State

Bl zoret-Aam 0K
. Zone 1 - Fault oK
. Zone 1 - Exclusion Alarm

The “States” section displays status information updated on a real time basis.
Each zone has the following statuses:

* Alarm: zone alarm status;

* Fault: zone fault status;

» Exclusion: zone exclusion status.

6.5.3 Devices
This section allows associating devices to the zones. It is not currently supported.
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6.5.4 Outputs

This section shows the control unit output statuses. These can be only accessed on a “read-only” basis: they cannot be
controlled, but only viewed in real time.
The status of the Alarm output is very important, since it notifies the control unit alarm states in real time.

Outputs
Name State
Alarm OK
Pre-alarm 0K
Fault Alarm
Buzzer 0K
OpenCollector 1 oK
OpenCollector 2 oK
OpenCollector 3 oK
OpenCollector 4 oK
Sensors power oK
Sensors power output 0K
Bell exclusion oK
Repeater exclusion 1 oK
Repeater exclusion 2 oK
Relay status Zone 1 0K
Relay status Zone 2 OK
Relay status Zone 3 oK
Relay status Zone 4 oK
Relay esclusion Zone 1 0K
Relay esclusion Zone 2 oK
Relay esclusion Zone 3 oK
Relay esclusion Zone 4 oK
Relay status Aux 1 0K
Relay status Aux 2 OK
Relay esclusion Aux 1 oK
Relay esclusion Aux 2 oK

6.5.5 Faults

This section allows consulting any control unit fault status.
The General fault is the most important among all, since it summarizes all the possible faults.

Faults

Name State
General fault OK
Bell fault OK
Battery fault OK
AC fault oK
24V fault oK
24V restorable fault 0K
AC vs ground fault 0K
Mass vs ground fault OK
GSM fault OK
CPU fault OK
EEPROM fault OK
Card Communication fauld OK
Card registration fault OK
Loop fault 0K

i <®
EL.M0O.
international@elmospa.com 28 “r=

elmospa.com



090021051 - TECHNICAL MANUAL - ELMOGWAY, ELMOGWAY2 Q
7. MODBUS PROTOCOL - INTRUSION DETECTION CONTROL UNITS

The gateway can be configured to monitor and manage the control unit functions using the MODBUS protocol. This
protocol is based on a master-slave type communication, where a master Modbus device (for example a PLC or SCADA)
interrogates the various slave devices.

As slave type device, the gateway supplies information on its status through registers that are updated in real time.

7.1 Communication settings for intrusion detection control units

The parameters for Modbus protocol connection may be configured in the “Modbus bridge” section, which can be
accessed by scrolling to the bottom of the “Control unit” page.

TCRAP

1

10502

P communication me<de. TCRIIP standard

Enable Modbus commands: <

Password expire Mewver

Filter Modbus commands on change
of value

The following parameters must be provided:

COMMUNICATION Type of connection. _ .
ree tyﬂes of Modbus connection are possible: _ _

* RTU, through RS-485 serial connection (see the v.1.02 guide at the following web address:
www.modbus.orgR; . _ .

. TCI(Dj/gP, thrOl)Jgh LAN connection (see the v.1.0b guide at the following web address: www.
modbus.org);

» Encapsulated RTU (RTU over IP see below). .

The gateway can also make available both connections at the same time (RTU + TCP/IPI).

In case of serial connection, the fields SERIAL PORT and TRANSMISSION SPEED will be

enabled: enter their respective values.

SLAVE ADDRESS Identification number of the Gateway as a slave device.

Useful in case of serial line connection.
(Default: 1. We recommend that this is not changed)

IP PORT Number of the IP port used for Modbus communication in case of TCP/IP communication. A
port number higher than 1024 must be specified.

Warning: the IP port must be different from the port used by another fire detection control
unit possibly connected.

IP COMMUNICATION | Type of packet encapsulation in case of TCP/IP communication. Possible options:
MODE » Standard TCP/IP
e RTUoverIP

ENABLE COMMANDS | Flag the box to enable the forwarding of commands to the control unit through Modbus.

FILTER COMMANDS | Flag the box to prevent forwarding multiple identical commands.
Note: check Filter Commands only if the PLC server repeatedly sends the same command.

ALLOWED SECTOR Select one option:

COMMANDS(*) All: both arming and disarming commands are allowed.
Armed: only the arming command is allowed.

None: no command allowed.

ALLOWED ZONE Select one option:

COMMANDS (*) All: both inclusion and exclusion commands are allowed.
Armed: only the inclusion command is allowed.

None: no command allowed.

(*) Note: the Allowed Sector/Zone Commands defined above only have effect on commands from Modbus (not SCS or KNX).
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7.2 Registers for intrusion detection control units

If Modbus communication is enabled, the registers listed in the following table are available. These registers contain

information updated in real time on the status of the gateway. The status-address mapping is preconfigured during the

development stage. Therefore, the Modbus protocol does not contemplate the need to define gateway rules. Addresses are

both in hexadecimal and decimal format. To obtain the decimal coding, use a simple HEX = DEC conversion, for example:
0x3001 > 12289

WARNING: Some pollers consider registers starting from 0, others from 1.

STATUS READING:

Status of the communication with the control unit
Unsigned 0: error
0x0000 0 FC3 integer 1 ok
2: wrong password
Status of the communication with the control unit
0x0001 1 FC2 INPUT (0/1) 0: error
1: ok
0x0100 256 FC2 INPUT (0/1) Control unit power source fault status
0x0101 257 FC2 INPUT (0/1) Control unit battery fault status
0x0200 (*) 512 FC2 INPUT (0/1) Control unit alarm
0x0201 (*) 513 FC2 INPUT (0/1) Control unit tampering
0x0401 (*) 1025 FC2 INPUT (0/1) All sectors ready
0x0402 (*) 1026 FC2 INPUT (0/1) Sectors armed
0x0403 (*) 1027 FC2 INPUT (0/1) Sectors armed in maximum security mode
0x0404 (*) 1028 FC2 INPUT (0/1) Alarm
0x0405 (*) 1029 FC2 INPUT (0/1) Sectors with memory
0x0406 (*) 1030 FC2 INPUT (0/1) Excluded inputs
0x1001 4097
FC2 INPUT (0/1) Alarm status, input 1 ... X
0x1400 5120
0x1401 5121
FC2 INPUT (0/1) Alarm status, sector 1... X (**)
0x1440 5184
0x1501 5377
FC2 INPUT (0/1) Memory status, input 1 ... X
0x1900 6400
0x1901 6401
FC2 INPUT (0/1) Memory status, sector 1 ... X (**)
0x1940 6464
0x2001 8193
FC2 INPUT (0/1) Inclusion status, input 1 ... X
0x2400 9216
0x3001 12289
FC2 INPUT (0/1) Arming status, sector 1 ... X
0x3040 12352
0x3101 12545
FC2 INPUT (0/1) Maximum security status, sector 1 ... X
0x3140 12608
0x3201 12801
FC2 INPUT (0/1) Sector that can be armed, 1 ... X
0x3240 12864
0x5001 20481
FC2 INPUT (0/1) Output status, 1 ... X
0x5400 21504

(*) statuses available starting from software version 1.0.5
(**) see Note on page 24
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If Modbus commands are enabled, it will be possible to send commands to the control unit. Command-address mapping
is completed as per the following table.

COMMANDS:

0x0100 256 FC5 COIL (0/1) General arming command
0x0101 257 FC5 COIL (0/1) Priority general arming command
0x2001 8193

FC5 COIL (0/1) Exclusion command, input 1 ... X
0x2400 9216
0x3001 12289

FC5 COIL (0/1) Arming command, sector 1 ... X
0x3040 12352
0x3101 12545

FC5 COIL (0/1) Maximum security command, sector 1 ... X

0x3140 12608

Remote zone command
0 =idle; 1 = alarm; 2 = tamper
FCo 0/1/2 (only for firmware versions Villeggio v.8.6.10, Pregio v.3.0.7,
Proxima v.1.0.7 or higher)

0x4401 17409
0X4800 18432

0x5001 20481
FC5 COIL (0/1) Output command, 1 ... X

0X5400 21504

NOTE: the interrogation of a register that has not been configured in the gateway will be met by an “ILLEGAL ADDRESS” type error
(response hex81).

7.3 Protection of commands

The forwarding of commands through Modbus can be password protected. This password must have been previously
specified in the control unit configuration interface using the following parameters (available if the "ENABLE COMMANDS"
option is active):

ﬁggg{l‘;ﬁgoﬁlgAﬂns Password to be entered using Modbus (16 characters maximum).

MODBUS PASSWORD | The duration of the password indicated as valid:
EXPIRE » Never (does not expire until reset)

» 30 seconds to 30 minutes

e At each command

To send the password using Modbus, it will be necessary to use the following registers, in write-only mode:

OxFFO1 65281 FC6

0xFF10 | 65296 FC16 ASCII Password characters (1 to 16)
FC6 If setto 1, the password is checked

OxFF11 65297 FC16 0/t If setto 0, the password is reset

The password characters (and final confirmation register) can be sent through Modbus one at the time (in which case
processing will only occur when the OxFF11 register is set to 1), or using a single multiple writing command.
The usage status of the password may be checked through the following register:

. 0 = not enabled / not used
OXFFOO0 | 65280 FC3 Unsigned 1 = Invalid password

Integer 2 = Valid password
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Example
The following screens show an example of gateway reading and control using the Modbus test software:
 reading of the arming status of 4 sectors:

ELMOGWAY, ELMOGWAY2 - TECHNICAL MANUAL - 090021051

3 Modbus Pell - Mbpall . | X
File Edit Connection Setup Functions Display View Window Help
DM & X |™ |2 2|/ |0506151617 22 23 |TCc .| ¥ W2
Mbpolll Read/Write Definition X =
Tx =33 Emr=0:1D = 1: F=02: SR = 1000ms
o [
Alias 12289 Functon  02ReadDiscretelnputs(1x) > | Cancel |
12289
12200 _; Addiess: | 12289 Protocol address. E.g. 10011 <> 10
12291 0 Quantty: [+ |
1228 g ScanRate 1000 | fm]
Disable
[ Read/white Disabled
[ Disable on exor
Viaw
Flows
01 Q20 (50 100 @ Fitto Quantiy
[] Hide ARas Calumns [CJPLC Addresses (Base 1)
[] Address in Cel [] Ervon/Daried Mode
For Help, press F1, [182.168.0.8]; 10502
« first sector control:
&% Modbus Poll - Mbpolll - o X

File Edit Connection Setup Functions Display View Window Help

DEE&|X|F|E &7 0506151617 2223|TCcEl| T W

Tx =66 Er=0:1D =1: F=02: SR = 1000ms

Write Single Coil X
Niusl 12289
T Save: 1|
12290 0
12291 0 Addess: {12209
I | Walue
12292 0
Oon @ 0ff
Fesult
Fesponse ok
[] Close dialog o “Responze ok
Use Function
(®) 05: Wiite single cail
(O 15: ‘wite multiple coils

®
/i
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8. MODBUS PROTOCOL - TACORA FIRE DETECTION CONTROL UNITS

The TACORA fire detection control units can dialogue with the home automation system via the gateway (equipped with
software version 1.0.10 or higher) through the MODBUS protocol.

This protocol is based on a master-slave type communication, where a master Modbus device (for example a PLC or
SCADA) interrogates the various slave devices.

As slave type device, the gateway supplies information on its status through registers that are updated in real time.

8.1 Communication settings for intrusion detection control units

The parameters for Modbus protocol connection may be configured in the “Modbus bridge” section, which can be
accessed by scrolling to the bottom of the “Control unit” page.

Modbus bridge
Communication:
Slave address:

IP port:

Packets encapsulation:

TCPIP

1

10603

RTU over IP

CLOSE START UPDATE CONF.

Unlike for the intrusion detection control units, the fire prevention regulations require that no commands can be sent to the
control unit. Therefore, the ENABLE COMMANDS box is not present.

The following parameters must be provided:

COMMUNICATION Type of connection.
Two types of Modbus connection are possible:
» RTU, through RS-485 serial connection (see the v.1.02 guide at the following web

address: www.modbus.org);
» TCP/IP through LAN connection (see the v.1.0b guide at the following web address:
www.modbus.org).

ELMOGWAY can also make available both connections at the same time (RTU + TCP/IP).
In case of serial connection, the fields SERIAL PORT and TRANSMISSION SPEED will
be enabled: enter their respective values.

SLAVE ADDRESS Identification number of the Gateway as a slave device.
Useful in case of serial line connection.
(Default: 1. We recommend that this is not changed)

IP PORT Number of the IP port used for Modbus communication in case of TCP/IP
communication. A port number higher than 1024 must be specified.
Warning: the IP port must be different from the port used by another intrusion
detection control unit possibly connected.

IP COMMUNICATION | Type of packet encapsulation in case of TCP/IP communication. Possible options:

MODE e Standard TCP/IP
e RTU overIP

/L
EL.MO
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8.2 Registers for fire detection control units

The registers listed in the table below are available for connection of the TACORA control unit to the home and building
automation system. These registers contain information updated in real time on the status of the gateway.
The addresses are both in hexadecimal and decimal format. To obtain the decimal coding, use a simple HEX - DEC
conversion, for example:

0x006C -> 108

WARNING: Some pollers consider registers starting from 0, others from 1.
STATUS READING:

0x0065 | 101 | FC2 INPUT (0/1 Zone 1 output

0x0066 | 102 | FC2 | INPUT 0/ Zone 2 output 5 : 1 GSM fault
0x0067 | 103 | FC2 [ INPUT (0/1 0x00D 0 [ FC2 | INPUT(O/ CPU fault

)
)
0x0068 | 104 | FC2 | INPUT (0/1 gxg?zg ;1 Eg; :EEEI 3/1) NEEPROMfaqu
0x0069 | 105 | FC2 | INPUT (0A X / ; 0 communication
)
)
)

(

(

(

Aux 1 (

0x006A | 106 | FC2 | INPUT (0/1 E
(

(

0x00D1 | 209 [ FC2 INPUT (0/1

Zone 3 output

Zone 4 output

Not registered

0x012F | 303 | FC2 INPUT (0/1
0x0135 | 309 | FC2 INPUT (0/1
0x0136 | 310 | FC2 INPUT (0/1

Loop fault

0x012E | 302 | FC2 INPUT (01
Aux 2
0x006B | 107 | FC2 INPUT (0/1 Open-collector output 1

)
(0/1)
(0/1)
(0/1)
(01)
(01)
(01)
0x006C | 108 | FC2 INPUT (0/1) | Open-collector output 2
(0/1)
(01)
(01)
(01)
(0/1)
(0/1)
(0/1)

Repeater 1 exclusion
Repeater 2 exclusion

0x006D | 109 | FC2 INPUT (0/1 Open-collector output 3 01000
X
0x006E 110 FC2 INPUT (0/1 Open-collector output 4 4096 FC2 INPUT (0/1) Alarmed zones (*)
0x006F | 111 | FC2 INPUT (0/1 Buzzer 0x102F | 4143
0x0070 | 112 | FC2 INPUT (0/1 Pre-alarm 0x1100 | 4350 oo NPUT (@A) aul )
aulty zones
0x0071 113 | FC2 INPUT (01 Alarm oxi12F | 4399
0x0072 | 114 | FC2 INPUT (01 Fault
0x1200 4608
0x0073 | 115 | FC2 INPUT (0/1 Detectors supply FC2 INPUT (0/1) Excluded zones (*)
Resettable power Ox122F | 4655
0x0074 | 116 | FC2 | INPUT (0/1) supply output 02001 | a193

0x0075 | 117 | Fo2 INPUT (0/1 FC2 INPUT (0/1) | Excluded loop devices

0x0076 | 118 | FC2 INPUT
0x0077 | 119 | FC2 INPUT (0/1

(0/1) | Zone 1 output exclusion 0X2FFF | 12287
01)
01
0x0078 | 120 | FC2 INPUT (0/1) | Zone 4 output exclusion
(0/1)
0n)
0n)

Zone 2 output exclusion 0x3001 | 12289

INPUT (0/1) Loop device outputs

Zone 3 output exclusion FC2 state

OX3FFF | 16383

- 0x4001 | 16385 .

Aux 1 exclusion Loop devices
FC2 INPUT (0/1) requesting reset

0x0079 | 121 | FC2 INPUT (0/1

ox007A | 122 | Fc2 | INPUT (0/1 Aux 2 exclusion OX4FFF | 20479

0x007B | 123 | FC2 INPUT (0/1 Bell output exclusion 0x5001 | 20481 _
0x007C | 122 ocier | odirs FC2 INPUT (0/1) - Not active -
0x007D 125 Status of the
0x007E 126 communication with
Ox007F | 127 OXFOO1 | 61441 | FC2 | INPUT (0/1) the dontrol unit
0x0080 | 128 1: ok

0x00C9 | 201 FC2 INPUT (0/1 General fault

(01)
0x00CA | 202 | FC2 | INPUT (/1) Bell outputfault__| (%) The count of the zones starts from 0, thus including on-
0x00GB | 203 | FC2 [ INPUT (0A1) Battery fault board zone 0 dedicated to buttons only.
(0/1)
(0/1)
(0/1)

0x00CC | 204 | FC2 INPUT (0/1 Power supply fault
0x00CD | 205 FC2 INPUT (0/1 24V out fault
0x00CE 206 FC2 INPUT (0/1 24V RST out fault
Earth-power
0x00CF 207 FC2 INPUT (0/1) shortcirouit fault
\s ‘7®
o g@g EL.MO.
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9. KNX PROTOCOL

The KNX protocol is based on a distributed system with shared bus to which all the devices are connected.
[t contemplates two types of addresses:

* aphysical address, different for each device connected to the KNX bus, with X.Y.Z syntax;
* alogic group address, relating to the function, with X.Y.Z. syntax.

The gateway may be connected to a KNX system and interact bidirectionally with the home automation functions, sending
control units status notifications and receiving commands on as many group addresses.

Search

.....

== mand address Stab ength Encading
® Control Uit
. I T T
| KNX
W Add KNX objects
W ETS import rules:
m ETS import
m Configure communication
m Gateway nies

m Users

9.1 Connection to the KNX bus

It is possible to connect the gateway to the KNX bus using the appropriate
standard red-black connector found on the device.
No additional interface is required.

The procedure for interfacing the control unit with a KNX system requires the
following steps:
1. Creation of group addresses;

2. Association between KNX group addresses and the control unit functions through one or more gateway rules (see “11.
GATEWAY RULES” on page 42).

Note for creation of rules with KNX elements: in order to make reaction and signal propagation correct, at least power
supply on KNX bus is required.

9.2 Creation of group addresses

In order to set ELMOGWAY for communication on one or more KNX group addresses, it will be necessary to first of all add
them to the project through the item “Add KNX objects” in the “KNX” section of the side menu.

New KNX objects

[ |
5
:
2

o2 16t

| Configure comemanication
m Gatoway rubes
| Ubers
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Press ADD to insert a new row in the list (previously empty), where it will be possible to specify the following parameters:

NAME Text label identifying the new address in the project.

W/R Flags enabling writing and reading mode respectively.
The flags specify if the new addresses can be controlled and/or read by the gateway.

COMMAND ADDRESS | If the W flag is active, enter the group address for the command (to the KNX bus) in the
3-level format (X/Y/Z).

STATE ADDRESS If the R flag is active, enter the group address for the reading (from the KNX bus) in the
3-level format (X/Y/Z).

Note: this field is optional if the W flag is also active and a command address has been
entered. In this case, the status will be read from the same command group address.

LENGTH Select, among the ones available, the length of the payload of the telegrams sent/
received through the KNX bus on the specified addresses. This selection must be
consistent with the settings of the ETS project.

ENCODING Based on the preselected length, select the coding most suitable for representing the
data sent or received on the group addresses to create.

Once the list has been compiled with all the group addresses to add, press "SAVE" to start the creation procedure, and
wait for its completion. Once the confirmation message has been received, it will be possible to add new addresses, or to
continue with the subsequent steps.

9.3 List of KNX objects

The list of KNX objects created with the previous procedure is available in the "KNX OBJECTS" list of the side menu.
By selecting one of these items, it is possible to access its detail tab in one of two possible ways:

» By pressing the "three dots" at the side of the name;
* By pressing "EDIT" on the toolbar at the bottom of the menu.

In both cases, a page similar to the one in the figure that follows will open:

Object properties

| Setup General information

m Contred Unit Mame: Arm sechor 1 {command)
| 5C8
KN

Group address oo

W Add KNX objects »
| ETS import rules »*
m ETS import »

Inside this tab, it is possible to change the previously assigned name.

However, the group address cannot be changed: for a new group address, it will be necessary to delete the object by
pressing "DELETE" on the toolbar, and then create a new object with the desired address.

Once all the desired objects have been created, they must be associated to the control unit functions by means of appropriate
gateway rules, as shown in chapter “11. GATEWAY RULES”.

9.4 Communication configuration

This page can be used to set the physical address used by the gateway to send commands on the KNX bus.

In the appropriate field, insert a value in X.Y.Z format consistent with the line and sector addressing to which the gateway
is physically connected.

In case of doubts, leave the preset value 0.0.255 unchanged, as this normally allows communication with all system
devices.

:EQZ:@)EL.MEI.E
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9.5 Import from ETS (optional)

ETS (Engineering Tool Software) is a software developed to design and configure a KNX system.

The gateway can import a project created in ETS, making the creation of KNX objects much faster than if following the
previously described manual procedure.

A project may be imported from ETS in the following supported formats:

e ESF + PHD: Export for OPC

» CSV: export of group addresses (it only contains the list of group addresses: any data type information must be
entered by hand)

9.5.1 ESF + PHD format

In ETS, select "Export for OPC server". This will generate two files:
» ESF: it contains the group addresses, their labels and their relations with other group addresses
» PHD: it contains the physical addresses of the project devices

9.5.2 CSV format

The gateway can also import KNX addresses from a CSV file having the following features:

» Tabs as column separators

* Group address label in the first column
» Group address in the second column
 Bit length (optional) in the third column

This type of file can be generated manually (for example using Microsoft Excel), or automatically using the ETS software.
In the latter, the following will be necessary:

1. Select the group address branch to export
2. Select "EXPORT GROUP ADDRESSES" (“Esporta Indirizzi di Gruppo...” in the picture below) from the relevant menu

"5 ETS3 - Indirizzi di gruppo - Valigetta Dimostrativa

i_EE_iIe' Modifica Vista Messain servizio Diagnostica Altro Fi_nesl:ra Guida

D@-m- X

-c-  TESBEEEO|S ' 8 aea e

B2 Topologia - Valigetta Dimostrativa |_-_ ||El|z'
. ‘aligetta Dimostrativa Norme

£ vl Indirizzo
b {EEE| 1 Muowo settore {EEE] 1 Muowa settors

Descrizione

Comprimi ..II‘Q_CIIT:@

Export Group
Addresses... ~

Aggiung indirizzi di Cuciha—'léare'ilzlllzi
ggiungi indirizzi di gruppa... Bk Eanpedsis ‘

Elimina

Salotto - Luce Piantana =
Salokto - Faretti
Salotto - Lampadario

Taglia Corridadio - Luci

Copiz Camera matrimoniale - Presa comandata
s o Carnera matrimoniale - Luce centrale

Proprieta

Camera matrimoniale - Luce piantana

Camera bambini - Lampadario

Zamera bambini - Faretti 3|
fif il 5

£ — it |
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3. Specify the following options:
» Data organised in 2 columns (label + address)
e Tabs as column separators

Esportazione indirizzi di gruppo

Farmato
(3341 - trecolonne con giuppo principaledgnippo intermedio/sottogruppo sepaate

13 (M e g rid Principele: Iritenedio- Sullugiuppu]

Label/address ————p- €141 (None/ind]

Tabs as
separators

() 3/3 (Nore Principale - Intermedio - Sottogipposind, Principale- Intermedio- Sottogruppa)
[] Esporta nformazioni di intestazions

Separatore

el (%} T ablazione ) Virgala ) Punta & virgola

Ezporta none del file

| | L]

| ok || Ancnua |

Note: CSV import can also be useful to quickly create new KNX objects in ELMOGWAY without having to go through ETS:

simply enter group address and label information in a new file and start the import procedure.

international@elmospa.com 38

:E*Z@)EL.MD.E

elmospa.com



090021051 - TECHNICAL MANUAL - ELMOGWAY, ELMOGWAY2 Q
10. SCS PROTOCOL

The gateway can be connected to a SCS/MyHOME system and interact bidirectionally with home automation functions,
sending status notifications to the control unit and receiving commands on as many communication addresses.
The SCS protocol requires IP interfacing with a Bticino device operating as gateway.

10.1 SCS connection

With enabled models, it is possible to connect the gateway to the SCS bus through the network using an appropriately
configured OpenWebNet gateway (configured using the MyHome Suite software by Bticino).

The compatible model is the F454 gateway, which is the only one OpenWebNet branded.

Operation using F459, MH202, MH200N has been tested, nevertheless functional limits exist: their usage is not advisable.
Operation using other gateway models is neither tested nor guaranteed.

The procedure for interfacing the control unit with an SCS / MyHOME system requires the following steps:

 (reation of objects and their addressing;
» Association between SCS objects and the control unit functions through one or more gateway rules (see “11. GATEWAY
RULES” on page 42).

10.2 Communication configuration

In order to configure the communication with the OpenWebNet gateway of the MyHOME system, first of all access the
"SCS" detail tab of the side menu using the "three dots" at the side of the name (once selected), or by clicking "EDIT" on
the bottom toolbar.

20000

The communication can be configured in the initial section of the page by entering the following parameters:

IP ADDRESS IP address assigned to the OpenWebNet gateway.
PORT Enter the port for communication with the OpenWebNet gateway.

Unless in case of specific needs, the preset value 20,000 should be left unchanged.
OPENWEBNET Enter the password for access to the Open protocol, if different from the preset
PASSWORD password (12345).
ENABLE Select this item to enable communication with the OpenWebNet gateway.

COMMUNICATION Otherwise, the configuration will not be applied.

EXECUTION STATE They indicate respectively the execution status of the communication driver (which must
CONNECTION STATUS | be activated by pressing START after completing the configuration), and the actual status
of the communication with the OpenWebNet gateway.

After completing the configuration, start the communication by pressing START and check that the "Connection status" is
"connected".

E@szL.MD.a
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The SCS devices that may be connected to the gateway can be split into three categories: lights, automation and CEN
buttons.

10.3 Adding lights

It is possible to include one or more SCS lights in the gateway, and then control them (or react to their switching on). From
the "SCS" configuration page, access "Lighting" and proceed as follows:

1. Enter the number of lights to create in the appropriate field at the side of "ADD" (default: 1);

2. Click "ADD".
At the end of the procedure, the new light controls are listed as in the following figure:

Lighting
| [ I
! Light Point . 1 1 ON/OFF . B ot [+ |
--| o [ Foint 1 1 ONIGFF - B [+ |
| o e Foint 1 1 ONIFF Bl o [+ |
BE o Point 1 1 OMN/DFF - B [+ |
For each item, it is possible to specify the following:
NAME Identification label of the light control within the project.
ADDRESSING Specify if the control must be:
* Point (or a "direct" control for a single light point);
» Room (control for all the devices of a set area);
* Group (control for all the devices belonging to a group);
* General (control for the whole system).
RO Based on the type of addressing, specify the address to control by entering:
LP e RO: ambient number;
GR e LP: light point number;
* GR: group number;
TYPE Specify if the control must be ON/OFF or dimmer.
STATUS It gives the possibility of viewing the updated status in real time, or to control the light
(after pressing "UPDATE").

After configuring the desired light controls, press "UPDATE" to restart communication.

10.4 Adding automations

Automations may be added in a similar way as the lights. However, differently from lights, it will be possible to also specify:

TYPE | Specify if the control must be roll-up shutter (UP/DOWN) or ON/OFF type. |
Automations
[
. Roll-up shutter 3 Poirt . 1 3 Up/Down - Stop -
!E Roll-up shuiter 4 Poirt 1 4 UpDown - Stop -

:@S@@EL.MD.E

international@elmospa.com 40

elmospa.com



090021051 - TECHNICAL MANUAL - ELMOGWAY, ELMOGWAY2 0
10.5 Addition of CEN Pushbuttons

This section can be used to configure within the gateway one or more MyHOME buttons, associating to their pressure a
command to be sent to the control unit. For this purpose, buttons must first be configured (through jumper or through the
MyHome Suite software) for CEN or CEN PLUS scenario control.

In case of GEN pushbuttons, it will be necessary to enter their address (RO and LP) and the button number in the gateway:

wo| cealazo @[ v [E] cerca| |2 | cor |
| Qﬁlﬂi ?1Dmmnn |R|f. ?Im Y|N«nenalsma\\zzam?|m i’|mmual:-i‘|
[ 1lF20 | Moduloscens | |8 L691  Termostato con display 2 modull 00BE10A3 Lt
T F430/4  Attuatore a4 relé DIN (O0BAFE37
¥ LN4671M2 Attuatore comande da incasso 00987009 L modulo |Si
[ Fa1yz  Artustore 32 relé 104 DIN 0038E6FB Tipo funzione | Scenario programmalo
[ FRa1y/2  Atuators 3 2 relé 104 DIN 0038E6E2 Nome personalizzato
1‘ H4652/2 | Comando basic 00C4214E Camera Nessuns o=
[ F420  Modulo scenan Ambiente Is] Room =
d - -t- . Punto hice 8 Light point =
ISDOS| |V| || Puisante superiore [/ 1 Upper button =
] Fulsante inferiore || 2 | Lower button =
5] v 98]
O T — o K i [ V1 contigurazions [ eus scanner] micsic st = |
CEN Pushbuttons
I
Name Scene type RO ' LP CEN Button State
BB scenaio CEN 3 5 i B - [+ |
B scewio: GEN 6 6 - 5 [+

Vice-versa, in case buttons for the recalling of CEN PLUS programmed scenarios, the GEN number and the button number
must be specified:

Catalogo ) 8 x | Proce i—:.u_-._..n 4 ®
e Galm [l [ vea [l =
| QU RE. 7| Dascrizone [f, ¥ [oescrizone ¥ | Nome pessonalzzato ¥ | 10
[ [ _iFe20 | moduloscenari Q| 1Nd6a1  Termostato con display 2 modul 00BE1043 Modulo 1
(7" F30/4 | Attustore 3 9 relé DIN OBAFES7
IFF LM4671M2 Attuatore comando da incasso D09E7CDS moduio | Sl :
[ F11/2 | Attustore s 2 reld 104 DIN DO38EGFE Tipo funzione ‘Scenano programmate FLUS =)
[ Fa12  Attustore 3 2 relé 104 DIN (03BE6E2 Nome
T H4652/2 Comandobasic | 00C4214E Camera | Nessuna e
B Fa20 Madulo scenari Numero GEN number =
d- - R Pulsantglsuperiore | 3 Upperbutton
Ispositivi rusmdnes i Cower butor &
[+ (98
g M r— v L Ll L2 Bus Scaingl | Riceicaffulla 'ﬁ!f‘

CEN Pushbuttons

-
Name Scene type RO LP CEN Button State
BB scenaio CEN PLUS 11 3 . Idle .
BB scenaioz CEN PLUS 11 4 . Idle .
v/ 9®
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11. GATEWAY RULES

After creating KNX or SCS type objects as discussed in the previous chapters, these can be used to set specific rules.
Gateway rules are graphic associations between the commands and states of the control unit (for Tacora units, only states),
and KNX or SCS type obijects.

They specify which statuses and commands must be exchanged, and in which conditions; each rule may contain any
number of objects and connections. However, to make things easier to read, we recommend separate rules for the different
gateway functions.

Note: Gateway rules are not required for Modbus interfacing, as this is pre-configured on the appropriate register mapping
(see chapter “7. MODBUS PROTOCOL - INTRUSION DETECTION CONTROL UNITS”).

Note for creation of rules with KNX elements: in order to make reaction and signal propagation correct, at least power
supply on KNX bus is required.

11.1 Creation of a rule

In order to add a new gateway rule, proceed as follows: m Setup

1. ldentify the "Gateway rules" section in the menu (figure on the side); m Control Unit
2. Click "ADD" on the toolbar;

3. Select the new rule; m SCS

4. Press the "three dots" at the side, or the "EDIT" button on the toolbar g knx

Accessing the rule will show a page that is initially empty, in which to drag the objects
to interconnect. Clicking the right mouse key will open a detail panel (on the right of the m Gateway rules
screen), which can be used to assign a name to the rule.

9. On the side menu, identify the "input", "sector" and "output" objects, as well as the
KNX group addresses or the SCS objects to add, and drag them to the empty area. It is also possible to search
for the desired objects using the search bar, and then drag them (one at the time) from the search results.
The objects are represented as blocks with one or more nodes on the left (inputs) and right (outputs). Input nodes
may be connected to other objects in order to control the object in question, while output nodes can themselves
control other objects. Commands among objects in the gateway rules are always on value variation only.

m Users

Example with intrusion detection control units

In order to interact with sector 1 of the control unit, simply identify it in the “Control unit > Sectors” section and drag it
as shown in the following image:

Controls. Object properties

Nama:
Sechor 1

Humber:

m Sector 1
W Sector 2
m Sector 3
= Output
m Status panel
 5CS
m KX
m Gateway ndes.

=P Statuses to extract. =T

| Users

In order to control sector 1 of the control unit from the appropriate KNX control address and, at the change of its arming
status, notify its status on the status address (both previously created as shown in chapter “9. KNX PROTOCOL"), proceed
as follows:

1. Drag sector 1 from the “Control unit > Sectors” section;

2. Drag the “Arm sector 1” object to the left of sector 1;

3. Drag the “Arm sector 2” object to the right of sector 1;

4. Press and hold down the left mouse button with the pointer on the control node of the first KNX object and, keeping the
mouse button down, connect it to the "ARM" node of the sector (in this way, when the KNX address status changes

o 'EQZ EL.MO.
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the sector receives a command);

5. Inthe same way, connect the "ARM" output node to the KNX status object. In this way:
* When a value 1 is received on the 0/0/1 group address, the sector is armed; vice-versa, the sector is disarmed
when a value of 0 is received;
» When the arming status of the sector changes (not only due to the activity of the gateway, but also following a field
command), the arming status (1 or 0) is sent through the bus to the group address 0/1/1.

Szarch - 5
= Connection details
CTOR 1
_ - .
- vaLE _

m Setup
m Control Unit
m 505
m ENX
W Add KNX objects

W ETS import rules:
m ETS import

® Configure communication

m Gateway rules

W Users

Itis possible to change the preset behaviour of a connection by pressing the
right button above the same, which will cause the opening of a side panel ~ Connection details
(as seen in the figure on the side), where it will be possible to specify:

« Condition: The value of the source object that determines the command ~ '™*® 0/0/1 - Stato
for the destination object. This can be "ALWAYS" (therefore no filter is Output: Sector 1- Arm
applied), or one of the following values for the selected object; ST
 Value: Value to send to the destination object. It can be: Condtion: (@) Ifon ©
- CURRENT VALUE: the value of the source object is transferred to
the destination object; Value: Qo (+]

- INVERTED VALUE: the value of the source object is inverted before
being transferred to the destination object;
- A specific value among those available for the destination object.

Looking at the previous example, in order to only arm sector 1 when receiving a value of 1 on group address 0/0/1, but not
to disarm it when a value of 0 is entered:

e Enter "If ON" as condition;
e Enter "ON" as value.

The graphic indicators of the nodes affected by the connection change accordingly, to provide a graphic view of the
connection itself.

It is also possible to simulate the operation of the gateway rules in real time, interacting with the control nodes (right side)
of KNX and SCS objects. To do this:

* Double click on the node numeric value (white box);

* In case of ON/OFF nodes, a value is sent immediately;

* However, in case of numerical nodes, the user is given the possibility of entering a value (enter the value and press
SEND).

43 international@elmospa.com
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Example with Tacéra fire detection control units

Starting from firmware version 1.2.4, the gateway rules that involve Tacéra fire control units allow to drag blocks related to:
* zones (alarm, fault, exclusion)

* devices (exclusion, reset request, onboard output state)

* outputs (managed by the control unit)

» faults (managed by the control unit)

with possibility to manage their states (indicated in brackets).

It is not possible to perform command operations on the previously described elements.

ikl Object properties
m Setup »_.mz
W Centrale iy
W Tacora Numbsr;
[ el
g
m Zome 0 Z0hE
e | '
m Zoned
s =P Statuses to extract.
W Zaned
m Davican
w Outpists
m Faults

In the following example, when the alarm state of zone 1 changes, the alarm state (1 or 0) is sent to the group address
0/1/2.

C— Comacon s (

- sty inpur Tena T+ Absema
L Dupar

[ prm—
- Toson
- TR Consien .i‘i.
o T vak © M [+ ]
[t | =

It is possible to change the preset behaviour of a connection by pressing the
right button above the same, which will cause the opening of a side panel (as  Connection details
seen in the figure on the side), where it will be possible to specify:

« Condition: The value of the source object that determines the command ~ "™P“t zone 1~ Allarme
for the destination object. This can be “ALWAYS” (therefore no filter is  output Zone 1 Alarm (status)
applied), or one of the following values for the selected object;

 Value: Value to send to the destination object. It can be: Condion: () Aways (+]
- CURRENT VALUE: the value of the source object is transferredto the  vaje: . Current value .

destination object;

- INVERTED VALUE: the value of the source object is inverted before
being transferred to the destination object;

- A specific value among those available for the destination object.

Note: if you try to add an object for which rules are not supported, or whose parameters are partially incomplete (e.g.
group addresses etc.), the “Object not supported by gateway rules” message appears on top of the page.

:@#Z@EL.MD.E
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12. USERS

W Setup

m Control Unit
m SCS
B KNX

m Gateway rules

12.1 Change of credentials

The access credentials of the admin user may be changed in the following way:

1. Inthe "Users" section of the menu select "admin”;

2. Access its tab by clicking on the "three dots" or the "EDIT" button on the toolbar;

3. Change the username as desired: it must not contain spaces or special characters;
4. Change the password, making sure to enter it twice.

Object properties

General information

Username: admin

Password: e

Repeat password:

i/ <®
EL.MO.: . ,
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